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Financial Industry Fraud Prevention — Historical set-up

Focus on fraud detection and prevention
(reactive)

Detect

S

“So, why did the “Fraud engine” miss this fraudulent
transaction?”
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Consumer and Issuer Problems - adopting a proactive end-to-end approach to Fraud

The objective is to analyse the entire customer journey on multiple levels (1), evaluate gaps/opportunities(2)
and proactively engage clients (3).

“Why are we issuing “Why does every “Chasing known Modus “Can we speed up fraud “Are we aggressive
cards with printed cardholder have the Operandiis an arms feedback from enough challenging
cardnumberand CVV?” same ATM limits?” race how do we get cardholders?” card schemes on
ahead?” issues?”
Identify Protect Detect Respond Recover
» Data Stream ....................................................................................................................... »
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Based on the NIST Cubersecurity Framework



https://www.nist.gov/cyberframework

Detection

Our Vision: A Fraud Management solution with several layers — combining Machine Learning with Rules

4. Monitoring Rules

Prevention e 3.
Prevention

Rules

2. Nets
Models

1. SAS
Neural

Network
Score
Model

SAS Neural Network
Score Model

Nets Models

Creates risk score parameter

» Gives aprobability thata card is
compromised (automatic CPP
model)

» Gives everytransactionareal-
time probability of fraud or
genuine

We are committed to continuously improving the performance of our Fraud prevention solution. Utilising next

generation technology and developed in tandem with KPMG our latest Fraud Module is anticipated to provide

an additional 40% reduction in Fraud incidence.
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Prevention

All my friends are buying
online with stolen card data

Nets Fraud Triangle
What fuels fraud explained by the Fraud

Triangle*

| can buy bulks of stolen
card data via Facebook

Nobody will suffer a loss,
Groups — it's so easy

the cardholder will be
refundedby the bank

Rationalization Opportunity
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*Cressey, D. R. (1953). Other people's money; astudy of the social psychology of embezzlement.



Prevention: Quick wins

Nets Fraud Triangle — The layered dynamic approach

Virtual cards Physical card with a Physical CARD with a
dynamic CVV issued on a dynamic CVV
mini display on the card Issued in an app

Rationalization Opportunity




Nets Fraud Triangle solution introduces Card
Reboot®

Card Reboot® will create great customer experience, by in case of fraud, fraud
attempt or compromise:

Neutralizing the static CVV on the physical cardand replacingit with a
dynamic CVVissuedvia an App. Hereby the need for re-issuingcardsin
reality is eliminated or limited considerably

Replacingthe physical card with a virtual card when Smartblock®is applied
for Card Not Present (CNP)transactions

Nets Fraud Triangle®

My Card







