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1 Purpose and target group 

This document is a part of the NemID Service Provider Package. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The document describes OCES II, which is used in the NemID 
system. The document is relevant for the service provider if Nets 
DanID’s Security Package does not contain the desired 
functionality in this area. 

 

 

    

 

 
The document is aimed at the people at service provider who are 
responsible for the implementation of NemID.  
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This document details the contents of OCES II certificates issued 

by Nets DanID. This includes content specific to the different types 

of certificates, namely Personal, Employee, Company and 

Functional certificates defined in the OCES certificate policy. 

Some of the content is regulated by the X.509v3 standard or the 

respective certificate policy, and the reader should consult these 

documents for further details. 

It is assumed that the reader has adequate knowledge of the X.509 

technology. 

2 Preface 
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The contents of a certificate can be divided into the following 

components: 

Field Value/Description 

Formalia 509 version, Certificate Serial Number, 
Validity period 

Issuer DN of issuer 

Subject DN of subject 

Public Key The subject’s public Key 

Extensions Subject Alternative Name, Key Usage, 
Certificate Policy, CRL Distribution Point, 
Basic Constraints, Authority Information 
Access, Private Key Usage Period, Issuer 

Key Identifier, Subject Key Identifier 

Signature The CA’s signature confirming the 
correspondence between the identity of 

the subscriber and the key pair 

 

Formalia, Issuer DN, Subject DN and the extensions will be described in 

detail. 

 

 

 

3 Components of a certificate 

 
Note that, in the following, the ASN1 encoding types are 

given in parentheses where applicable. 
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Formalia are characterised by the following details: 

Field Value/Description 

X.509 Version 3 (Integer) 

Note that the actual integer value is 2 
according to the X.509 standard 

Serial Number Serial number of the issued certificate 

(Integer) 

Note that this number should not be 
mistaken for the Subject SerialNumber. 

Validity Period The notBefore and notAfter fields 
specifying the validity of the certificate 
(UTCTime) 

 

4 Formalia 
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Nets DanID has several CAs issuing OCES II certificates. Note that Nets 

DanID is using the officially registered alternative name “TRUST2408” in 

the certificates. 

The contents of the Issuer DN are characterised by the following 

details:  

Field Value/Description 

Country DK (PrintableString) 

Organisation TRUST2408 (UTF8String) 

Common Name TRUST2408 OCES CA n (UTF8String) 

 

Where n is a number (represented by roman numerals) to distinguish 

between the different issuing CAs, e.g. the fourth OCES issuing CA will 

be named: 

“CN=TRUST2408 OCES CA IV, O=TRUST2408, C=DK” 

 

5 Issuer Distinguished Name 
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6.1 Personal certificates 

The contents of the Subject field are characterised by the following 

details: 

Field Value/Description 

Country DK (PrintableString) 

Organisation No organisational affiliation (UTF8String) 

Common Name Common Name of user, i.e. Registered 
Name or Pseudonym (UTF8String) 

Subject SerialNumber The PID of the subscriber, e.g. 

PID:9208-2002-2-123456789012 
(PrintableString). The last component is 
the serial number, while the start is CA- 
specific material. The serial number is 
currently 12 digits. The total PID string 
can be considered unique. The total 

Subject SerialNumber, however, is 
restricted to 64 chars. 

 

For young persons, which means persons between 15 and 18 years of 

age, the subject DN also includes an OU field which is characterised by 

the following details: 

Field Value/Description 

Organisational Unit Young people aged between 15 and 18 
cannot conclude legally binding 
agreements (UTF8String) 

  

 

 

 

6 Subject Distinguished Name 
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6.2 Employee certificates 

The contents of the Subject field are characterised by the following 

details: 

Field Value/Description 

Country DK (PrintableString) 

Organisation Organisation name and CVR number 
(UTF8String) in the form “OrgName // 
CVR:xxxxxxxx”, where the OrgName is 

the registered name of the organisation 
and xxxxxxxx is the CVR number, e.g. 
“NETS DANID A/S // CVR: 30808460”. 
Note that long organisation names may 
be truncated. 

Organisation Unit Optional Organisation Unit Name fields. 
Note that more than one field can be 
present (UTF8String), e.g. “Marketing”. 

Common Name Name of certificate holder which may 
include the title, e.g. “CEO John Doe” 
(UTF8String) 

Subject SerialNumber The CVR number of the organisation 
followed by the RID of the employee 

(PrintableString), e.g. CVR:14773908-
RID:1234. The total string can be 
considered unique. The total Subject 
serial number is restricted to 64 chars. 

Note that the RID may include 
characters other than digits. 

 

6.3 Company certificates 

The contents of the Subject field are characterised by the following 

details:  

Field Value/Description 

Country DK (PrintableString) 

Organisation Organisation name and CVR number 
(UTF8String) in the form “OrgName // 
CVR:xxxxxxxx” where the OrgName is 
the registered name of the organisation 
and xxxxxxxx is the CVR number, e.g. 
“NETS DANID A/S // CVR: 30808460”. 
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Note that long organisation names may 
be truncated. 

Organisation Unit Optional Organisation Unit Name fields. 
Note that more than one field can be 
present (UTF8String), e.g. “Marketing”. 

Common Name Common Name consists of organisation, 
name organisation unit names and 

optional function description 
(UTF8String), e.g. “Nets DanID A/S – 
Marketing – Receipt Broker”. 

Subject SerialNumber The CVR number of the organisation and 
followed by the UID of the certificate 
holder (PrintableString), e.g. 

CVR:14773908-UID:1234. The total 
string can be considered unique. The 
total Subject Serial Number is restricted 
to 64 chars. Note that the UID may 
include characters other than digits. 

 

6.4 Functional certificates 

The contents of the Subject field are characterized by the following 

details:  

Field Value/Description 

Country DK (PrintableString) 

Organisation Organisation name and CVR number 
(UTF8String) in the form “OrgName // 
CVR:xxxxxxxx”, where the OrgName is 
the registered name of the organisation 

and xxxxxxxx is the CVR number, e.g. 
“NETS DANID A/S // CVR: 30808460”. 
Note that long organisation names may 
be truncated. 

Organisation Unit Optional Organisation Unit Name fields. 
Note that more than one field can be 

present (UTF8String), e.g. “Marketing”. 

Common Name Common Name consists of organisation, 
name organisation unit names and 
optional function description 
(UTF8String), e.g. “Nets DanID A/S – 

Marketing – Receipt Broker”. 
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Subject SerialNumber The CVR number of the organisation and 
followed by the FID of the certificate 
holder (PrintableString) e.g. 

CVR:14773908-FID:1234. The total 
string can be considered unique. The 
total Subject serial number is restricted 
to 64 chars. Note that the FID may 
include characters other than digits. 
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The contents of the Public Key field are characterised by the following 

details:  

Field Value/Description 

Public Key The subscriber’s public key (BitString) 

 

  

 

7 Public Key 
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The contents of the Extension fields are characterised by 

the following details. Note that Extension can be marked as critical. If 

this is the case, this will be specified under the particular extension. 

Field Value/Description Critical 

Key Usage The intended key usage for the given certificate. 
Different for encryption, verification and 
combined certificates according to the OCES CP. 
(OctetString). 

Yes 

Certificate 

Policies 

The Certificate Policy extension holds the 

following parts:  

1. OCES CP OID 

2. Reference to 
www.certifikat.dk/repository where 
terms can be found 

3. A brief assembly (200 chars) of the 
terms 

No 

CRL 
Distributio
n Points 

The CRL Distribution Points extension holds 
different locations for status information of the 
given certificate. Two different ways are 
supported: 

1. A full CRL over http 

2. A partitioned CRL over LDAP 

Since most client applications support CRL 
download over http, the full CRL is located at the 
http link.  
 
Example: http://crl.oces.certifikat.dk/ocesii.crl  

 
The LDAP reference to the partitioned CRL is not 
full, i.e. the hostname is not included. This 
prevents clients who are expecting a full CRL 
from trusting a partitioned CRL as being full. 
Partners wishing to implement partitioned CRL 
support should be aware of the following details: 

1. A new partitioned CRL is issued for 

every 750 certificates 

2. The most secure way to decide which 
partitioned CRL to use is to look at the 
CRL Distribution Point in the certificate. 

3. The hostname of the external LDAP is 
ldap://dir.certifikat.dk  

Note further that, since the partitioned CRL 

No 

8 Extensions 
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mechanism is far more complicated, it is the 
responsibility of the partner to ensure that the 
implementation is correct.  

 
Example: DirName:/C=DK/O=DanID/CN=DanID 

OCES CA n/CN=CRL3  
 
Note further that the full CRL can be obtained 

over LDAP from the node 
/C=DK/O=DanID/CN=DanID OCES CA n in the 
attribute certificateRevocationList. 

Note that the CRL files obey the following rule of 
thumb:  

 
A general CRL grows by 38 bytes for each 

revoked certificate (offset 527 bytes). 
 
Hence, partitioned CRLs have a size of 0-30000 
bytes.  
 
The location of the CRL servers is dictated by 
the DNS names crl.oces.certifikat.dk and 

dir.certifikat.dk.  
 
Note that this may correspond to several IP 
addresses since the shift between the IP 
addresses is done dynamically and without 
warning – while, however, respecting TTL in the 

DNS system.  

 
This means that an implementation of CRL 
retrieval should comply with the following: 

1. The service should not cache DNS/IP 
information but perform DNS lookups 

respecting TTL.  

2. If the service is behind a firewall, ensure 
that the firewall does not block any of 
the destination IP addresses in the list. 

Access 
Informatio

n Authority 
(AIA) 

The OCES certificate holds one AIA extension 
with two references: 

A reference (Online Certificate Status Protocol)  
to the OCSP responder. The OCSP responder 
can be used as an alternative to CRLs to verify 

certificates. The responder is compliant with 
RFC2560 and is described in further details 
elsewhere. 

A HTTP reference (CA Issuers) to a DER-
encoded file containing the CA certificate used 
to sign the certificate. This can be used for 
building a trusted certificate path. This is useful 
for relying parties, which only has the end user 

No 
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certificate (or a fraction of a certificate chain). 

Authority 

Key 
Identifier 

The Authority Key ID holds a fingerprint of the 

Issuing key. For chain building purposes 
(OctetString). 

No 

Subject 
Key 
Identifier 

The Subject Key ID holds a fingerprint of the 
Subject key. For chain building and internal 
client administrative purposes (OctetString). 

No 

Basic 
Constraint
s 

Basic Constraints holds information about 
whether or not the certificate is an end user or a 
CA certificate. For OCES End User Certificates 
this is done using the value CA:FALSE 
(OctetString). 

No 

Subject 
Alternative
Name 

Certificate holder’s email address, if subscriber 
decides to include this in the certificate, e.g.: 
email:me@mail.dk (OctetString) 

Note that this extension is optional. 

No 
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The contents of the Signature field are characterised by the following 

details:  

Field Value/Description 

Signature The CA’s signature on the certificate 
(BitString) 

 

 

9 Signature 


